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#include <Inv3/Inv3.h>
#include <nttl/randomPrime.h>
#include <nttl/gcd.h>
#include <nttl/inverse.h>
#include <time.h>

#define KEY_SIZE 308

struct PrivateRsaKey

{
In N;
In e;
In d;
};
struct Party
{
PrivateRsaKey key;
};
void CompleteRsa( PrivateRsaKey& party,

In phiN );

#define PerformRsa( y, N, ed ) y.FastExp( ed, N )

void main(Q)

// Alice encrypts and sends heads/tails messages in a random order

{
Party alice, bob;
srand( time( 0 ) );
// Generate N
// In real life you would use Diffie-Helman to have
// Alice and Bob determine P and Q without actually
// sending them or N over the network
In p, q;
In N;
In phiN;
RandomPrime( &p, KEY_SIZE /7 2 );
RandomPrime( &q, KEY_SIZE / 2 );
N=p=*dq;
phiN = Cp -1) * (Cqg-1);
alice.key.N = N;
bob.key.N = N;
// Alice and Bob generate their own e/d
CompleteRsa( alice.key, phiN );
CompleteRsa( bob.key, phiN );
// Alice generates heads/tails message
In heads = In().Random( KEY_SIZE ) % alice.key.N;
In tails = In()-Random( KEY_SIZE ) % alice.key.N;
In eheads = PerformRsa( heads, alice.key.N, alice.key.e );
In etails = PerformRsa( tails, alice.key.N, alice.key.e );
In msgs[ 2 1;
ifCrandQ % 2 == 0 )
{
msgs[ O ] = eheads;
msgs[ 1 ] = etails;
}
else
{
msgs[ 1 ] = eheads;
msgs[ 0 ] = etails;
}
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// Bob picks one of the messages at random and sends encryption to Alice
In bobChoice = msgs[ rand() % 2 ];
In ebobChoice = PerformRsa( bobChoice, bob.key.N, bob.key.e );

// Alice gets encrypted, and does her little shuffle, and sends back
In midway = PerformRsa( ebobChoice, alice.key.N, alice.key.d );

// Bob decrypts and sends back to Alice
In bobFinal = PerformRsa( midway, bob.key.N, bob.key.d );

// Alice verifies that it matches on of her strings
if( bobFinal == heads )
cout << "Bob picked heads" << endl;
else 1f( bobFinal == tails )
cout << "Bob picked tails" << endl;
else
cout << "Someone cheated!" << endl;

// Alice and Bob share private keys and verify
/7 ...

return;

void CompleteRsa( PrivateRsaKey& party, In phiN )

while( true )

{
party.e = In().Random( KEY_SIZE ) % phiN;
if( GCD( party.e, phiN ) == 1)
break;

}
party.d = Inverse( party.e, phiN );



